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SUBJECTS USCXB 13/195» Conmonts on 

lo 1 concur in the basic ideas and general principles of ths 
subject documoit believing that if they can be successfully implemented 
they uill not only inprove the security of sensitive CCMNT but also 
increase tiie operational usefulness of tactical CCXlEnT. 

2o The only features idiich afford grounds for concern ares 

ao Practical difficulties and delays in deciding the category 
into uhleh a given piece of COUIKT material should be plae^» This nay 
frequently require minutes or hours of deliberationo It norr often tal^ 
much tine to decide tdiether a given document should bo TCP SECRET cop 
SECRET^ for axaaple^ and vdth three categories of CCMIJT based tpon 
daciy^ons or tecli^cal informati^ related thereto (Categories A« 
and many occasione uiU axdse 'vdion making l^e decision rdll require 
considerable thou^t or diaou8eion« Also^ in Category C» one of the 
exceptions^ vis«^ exception (a}« may cause lose of tins in making a 
decisicaitt Each person tdio nill have this re^xmsibillty tilll tend to 
"p]Uy safe'll thus making more frequ^xt use of the hlfdxer dassificai» 
tlons than is really necessary^ 

bo Practical difflcultlee in making up the neceseaxy number 
of rtdiber stasps and changing then from tine to time« Category C and 
D designators would have to be changed rather frequontlyo 

3« Before formally proposing the new scheme to LSIB« it seems to 
me that It would be advlakble to nake a short of "dry run" in AESA to 
try it onto Such a test mii^t disclose many unforeseen diffioultiee^ 
or it might show them to be non««xistento 

4o An alternative proposal is suggested beloir^ based tpon con- 
siderations of a rather fundamental nature and ones which are not 
usually IJiou^t of in this idiolo mattero They are as foUoner 

ao A few years ago there were only two or three categories 
of classified natter; nor/ there ere many, among rdiieh are the followings 
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(1) RESTRICTS} 

(2) GOKFIDSITIAL 

(3) SECRET 

(4) TOP SECRET 

(5) TOP SECRET • COITROL 
(6} TOP SECRET EZES ONZZ 

(7) TOP SECRET - U*S, STBS ONIT 

(8) TOP SECRET - CODS WORD W « 

(9) TOP SECRET - ti w X * 

(ID) TOP SECRET - « « T * 

(11) TOP SECRET - ti » Z * 

(12) SECRET • « n a * 

(13) SECRET - » " B * 

(14) TOP SECRET - COSZJlG 

(15) CCSFIDEIITIAL - NATO 
ebCo obCo 

* Theao l&ttera are aidsatitutbed for the current cods uord 
deaignatorso 

Soon, no doubt, ne ahaU have >* TOP SECRET - US/tJE EZES GRIT", ” TOP 
SECRET - US/DK/CAN ONLZ**, etOo It is not difficult to imagine ^ero 
this is going to end - possibljr in the breakdown of the tdiole sdiemoo 
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ba In the eyes of the Lair ( U«S« Lair, at least) » there is 
one and only one dasslfieatlon: SECRET^ Under 12ie law a person viho 
nlth intent to injure the U.S» dlsdossd RESTRICTED natter con be 
imprisoned for many ysars^ Just as many;, in fact^ as if he disolosed 
TCP SECRET matter* 

Go tiihea the basic objective in dassifyinc information is 
considered^ it is clear that it is intended primarily to establidi 
limitations on the dissemination or distribution of that infoxnationi 
the additional objective^ that of esthblitdiing different rules and 
different levels of safeguards for the physical protection and storage 
of information of varying degrees of sensitivity Is really subsidiary 
to the primary objective^ since these safeguards merely go a step ftuther 
in insuring against a handling so loose that the information cot^ bo 
obtained by enemy agents* Ifg therefora> the siibjeet of classifLcation 
is looked at from this point of vienr^ it is possible that the problems 
cf classification may be greatly sinplified;, at least in respect to the 
nimber of different claeeifica'Uonso 

5o a* Suppose there were but one dassificatlon: SECRETo^ or 

nQFFICIAL SECRET»> or "QOVmSW SECRET” - call it what you will* 
Srppose^ further, that v;e establiah What mqy be conceived of as "radii 
of dissemination" which v/ill determine how many pec^le vd.ll be brought 
into a ^ven secret or category of secrets su<^ as COMZhT* VVe coiiLd do 
this by nerdly establishing specific distribution lists Identified by 
numbera or letters or other aymbolSo For example, "Distributic«i 1" 
mi^hb include everybody in the Defense Eatablishinenb, military and 
civilian, vdio should be brouj^t into the secret, a very large radius of 
disseminationo "Distribution 2" might include a smaller nui^er of 
persons or offices; "Distribution 3", a still smaller nunber, and ao 
on, imtll we reach "Distributlcn X", which might include but two or 
thi^ peraoia* 

b« This concept is, of course, directly related to the concept 
which has become ba^e in tto matter of dissemination of CQUINT infoxmai* 
tion or material, vis*, such information or material is imparted only 
on the basis of a ”nee<Mio~knoii"* 

c* Xn practice, all COhIHT documents would, under this schema, 
bear the same stasp, for example, "SECRET -> BLANK" (the latter being a 
"code word material designator")* It would be focUewed by "Distrib^ 
tion 17" (for exaople, which might Indicate a certain class or level 
of conaaands), or distribution number mi{^t be indicated in the usual 
place on the documont* 
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do Dho rosrosoins concept of differing radii of dlsaendnatlcax 
is enibodied in a recent proposal on ‘‘Dissonination of Ihtellicenco based 
tai COMUIT to foreign naldonals serving in MTO or similar connands” 
(USGIB 1^141 of 11 July 1951} « Extenslrai of the scheme proposed in 
the psgper referred to night not be too difficult and the possibility 
Should be eicploredn 

6fi It is realised^ of course^ that a sdiene suSh as that proposed 
heiwin uould be so radical as to preclude its accq[}tanee nob oidy by 
ISIB but also by USCSB and the Department of Defenses But it is 
reiterated that unless some poaitiire steps are soon takui in regard to 
the constantly increasing nvniber of classifications the time iii^ soon 
come idian the present scheme uiU fall of its cm uei^« Alraa<^ 
there are xumors of an intending demand for a classifica^on higher than 
TCP 



/s/ ffilliam Fa Friedman 

ulLLlAU F. FRIEDtlAN 
AFSA-OOX 
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